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Name of organization_____________________________________________________________________________________________________

Website address_ ________________________________________________________________________________________________________

Yes No

1.	 Have you, at any time during the past 36 months, experienced a cyber incident (hacking, intrusion, 

malware infection, fraud loss, breach of personal information, extortion, etc.) that cost you more than $10,000 
or experienced a lawsuit or other formal dispute (with either a private party or government agency) arising 
from a cyber incident? o o

2.	 Do you use up-to-date anti-virus and anti-malware protection on all of your endpoints (desktop, 

laptops, servers, etc.)?
o o

3.	 Are all of your internet access points secured by firewalls? o o

4.	 Do you restrict employees’ and external users’ IT systems privilege and access to personal 
information on a business-need-to-know basis? o o

5.	 Do you perform backups of business critical data on at least a weekly basis? o o

6.	 Do you encrypt all of your mobile devices (laptops, flash drives, mobile phones, etc.) and confidential data? o o

Additional Comments

Completed by____________________________________________ 	 Date Completed ______________________________________________

Signature_______________________________________________ 	 Title_ ______________________________________________________

Email Address___________________________________________
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