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Security Assessment Checklist for Religious Organizations

Risk Assessment

o  Identify Potential Threats: Physical attacks, cyber threats, insider threats, natural disasters.

o Evaluate Vulnerabilities: Physical layout, access points, existing security measures.

o Engage Experts: Consult with local law enforcement and security professionals.

Physical Security

Perimeter Security:

o  Fencing and gates

o Surveillance cameras

o Adequate lighting

Access Control: 

o Key card systems

o Biometric scanners

o Visitor logs

Building Security: 

o Reinforced doors and windows

o Panic buttons

o Alarm systems

Security Personnel: 

o Trained security guards

o Volunteer security teams.

Cybersecurity

Network Security: 

o  Firewalls and antivirus software

o Regular system updates

Data Protection: 

o Encryption

o Secure backups

Training: 

o Staff and volunteer education on cyber threats

o Phishing awareness

Incident Response: 

o Develop and test response plans for cyber incidents.

https://www.greatamericaninsurancegroup.com/content-hub/loss-control
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The information presented in this publication is intended to provide guidance and is not intended as a legal interpretation of any federal, state or local laws, rules 
or regulations applicable to your business. The loss prevention information provided is intended only to assist policyholders in the management of potential loss 
producing conditions involving their premises and/or operations based on generally accepted safe practices. In providing such information, Great American does 
not warrant that all potential hazards or conditions have been evaluated or can be controlled. It is not intended as an offer to write insurance for such conditions 
or exposures. The liability of Great American Insurance Company and its affiliated insurers is limited to the terms, limits and conditions of the insurance policies 
underwritten by any of them. 5775-LC (10/24).

Emergency Preparedness

Emergency Plans:

o  Active shooter response

o Fire evacuation

o Natural disaster protocols

Drills and Training: 

o Regular emergency drills

o Training sessions for staff, volunteers, and congregants

Communication: 

o Clear communication channels for emergencies

o Notification systems for alerting authorities and congregants

Community Engagement

Building Relationships: 

o  Collaborate with local law enforcement and emergency services.

o Engage with neighboring organizations.

Awareness Programs: 

o Security awareness workshops for congregants

o Encourage reporting of suspicious activities

Insider Threat Management

Background Checks: 

o  Involve employees in the design and improvement of work processes.

Monitoring: 

o Systems to detect unusual behavior or activities.

Support Systems: 

o Resources for staff and volunteers to address personal or professional issues.

Review and Update

Regular Reviews: 

o  Periodic assessments of security measures

o Update plans and protocols as needed.

Feedback Mechanisms: 

o Gather feedback from staff, volunteers, and congregants.

o Implement improvements based on feedback.
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